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DOCUMENT-IDENTIFIER: US 6480955 Bl 

TITLE: Methods and apparatus for committing configuration changes to managed 
devices prior to completion of the configuration change 

Drawing Description Text (16) : 

FIG. 15 is a flow diagram illustrating how a management device issues management 
commands to managed entities and receives configuration update information from 
managed entities; and 

Detailed Description Text (4 ) : 

While the present invention disclosed herein refers particularly to storage 
systems, it should be appreciated that the management systems and applications of 
the present invention can be used to manage a wide variety of devices on a network, 
including workstations, servers, and other suitable I/O devices. Thus, the present 
invention relates to a management system and applications which have a single user 
interface for managing network devices, and which can interact with currently 
existing management frameworks, such as Hewlett-Packard's OpenView, IBM's NetFinity 
and Computer Associates' Unicenter, to name a few. Finally, the present invention 
preferably utilizes platform-independent technologies, such as Java and Java run- 
time environments, so that the particular network architecture, and workstation and 
server platforms on the network are irrelevant. 

Detailed Description Text (9) : 

Still referring to FIG. 1, the various embodiments of storage systems 1041-110 
illustrated in FIG. 1 will now be discussed. In particular, storage system 104 
preferably comprises a RAID storage system which includes a server 122 and a 
plurality of disk drives 124 connected to server 122. In accordance with this 
particular embodiment, the processor of server 122 preferably acts as the RAID 
control device for storage system 104. In this manner, the RAID control software 
preferably is stored, either on disks 124 or within internal storage of server 122 
and is processed by server 122 during operation of the storage system. Disks 124 
may be connected to server 122 by any number of connection means 126, such as fiber 
channel, SCSI, PCI, USB, Firewire, or the like. Server 122 preferably is connected 
to network 102 via well-known network connection means. 

Detailed Description Text (17) : 

In accordance with one aspect of the present invention, applet repository 212 may 
reside in internal storage of management station 206, or storage system 210 may be 
an external storage system connected directly to management station 206 via 
communication link 216. Communication link 216 may comprise any suitable 
communication link between a work station and a storage system such as PCI, SCSI, 
Fiber channel, USB, Firewire, or the like. Moreover, in accordance with an 
alternative embodiment of the present invention and as illustrated in FIG. 3, 
storage system 210 may be connected to network 202 via a suitable network 
connection 218. In accordance with this aspect of the invention, management station 
206 preferably communicates with storage system 210 through network 202; for 
example, along communication path 220. 

Detailed Description Text (92): 

Referring now to FIG. 10, a flow diagram 1000 is shown illustrating the process of 
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replicating a storage system configuration from one storage system to another. To 
replicate the configuration of one storage system to another, a user preferably 
selects a source storage array and invokes a management interface application 1012 
for that system (step IDA) . Preferably, the user uses the discover-monitor applet 
1010 running on management station 1002 to invoke the management interface 
application 1012. Next, the user selects a destination storage array which is to 
receive the source storage array's configuration, and invokes a management 
information application 1014 for that array (step lOB) . Again, the user preferably 
uses the discover-monitor applet 1010 in management station 1002 to invoke the 
destination storage system's management interface application 1014. Next, the 
source storage system's management interface application 1012 preferably fetches 
the device configuration description for the source storage system from storage 
system 1004, and in particular, controller 1016 (step IOC), and writes it to file 
1018 (step lOD) . 

Detailed Description Text (106) : 

The hanging AEN event is an event 1314 which waits for an event notification from 
the storage system before any status is returned to server 1302, and the management 
station. When an event within storage system 1304 occurs, controller 1310 delivers 
an event notification to UTM-to-internal-messaging component 1312 (step 13F) . When 
the event notification is received, UTM-to-internal-messaging component 1312 
configures the event notification information into a suitable UTM packet and 
retrieves the "GetConf igChangeInf o" call from its hanging status (step 13G) . UTM- 
to-internal-messaging component 1312 then returns the event notification 
information as a UTM packet or buffer 1316 to the RPC-to-UTM agent 1308 (step 13H) . 
The AEN listener in RPC-to-UTM agent 1308 extracts the event information from the 
UTM buffer 1316 (step 131), and then writes the event information to a RPC message 
buffer 1318 (step 13J) . RPC-to-UTM agent 1308 then returns the 

"GetConfigChangeInf o" RPC function to the management station along with the event 
notification information in buffer 1318 (step 13K) . After processing the event 
notification information, the management station sends another 
"GetConfigChangeInf o" function call in order to start the event notification 
process again (step 13L) . Again, the RPC-to-UTM agent 1308 then sends the 
"GetConfigChangeInf o" command in UTM format to UTM-to-internal messaging component 
1312 in storage device 1304 (step 13M) . The hanging AEN event will then initiate 
until another notification occurs. 

Detailed Description Text (112) : 

For example, as discussed above with reference to FIGS. 9-13, when a management 
interface application is run for a particular managed device or entity, such as a 
storage system, the object graph of that storage system or managed entity is 
typically displayed on the management station. When changes to the managed entity 
are performed by a management station, such as volume creation (FIG. 9) or 
configuration changes (FIGS. 10-12), the new configuration information typically is 
transmitted back to the management station requesting that change when the 
configuration change is complete. However, in accordance with this particular 
aspect of the present invention, it is preferable that the updated object graph 
deltas are independent from" the configuration change requests. That is, when a 
management station issues a configuration change command, it does not wait for the 
command to finish before performing other tasks. Instead, the management station 
preferably issues an event notification session as discussed above with reference 
to FIG. 13, and receives object graph update deltas via that path. In addition, all 
other management stations also will have event notification sessions running, so 
that they also will receive the object graph update deltas when the updates occur. 
In this manner, all management stations are updated with configuration change 
information as the changes occur or shortly thereafter. In addition, the management 
station issuing the change request is not held-up, waiting for the change to occur. , 

Detailed Description Text (113) : 
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As illustrated in FIG. 15, a process flow 1500 of a management entity sending 
configuration change commands and receiving configuration change notification 
information is illustrated. In accordance with this aspect of the present 
invention, the management entity preferably includes a user interface 1502, which 
allows a user to visualize the configuration and status of the managed devices on 
the system, as well as issue management commands such as volume changes, 
configuration changes, and/or error recovery commands, to name a few. To visualize 
the configuration and status of a particular managed device, user interface 1502 
displays an object graph 1504 of the particular managed device. When a user wishes 
to change the configuration of a particular managed device, the user, using 
interface 1502, preferably issues one or more configuration change commands from a 
command issuer 1506. As illustrated in FIG. 15, when command issuer 1506 issues a 
configuration change or error recovery command, it does not wait to receive the 
configuration change information from the managed device. Instead, the management 
entity preferably includes an event notification receiver 1508, which is configured 
to receive that information . When the managed device's configuration is updated, 
the managed device issues update notifications to all management entities on the 
system/network. The management entities receive these notifications via event 
notification receiver 1508. As discussed above, the update notifications from the 
managed devices may comprise entirely new object graphs from the managed devices, 
or the update notifications may be configuration deltas which merely reflect the 
change in the configuration. 

Current US Cross Reference Classification (2) : 
710/104 

Current US Cross Reference Classification (3) : 
710/8 
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A system and method for managing device configuration changes. The system and 
method preferably comprises a management station which issues a configuration 
change request to a management device and waits for a reply from the managed 
device. The managed device receives the configuration change request from the 
management station and processes the change request until the configuration change 
request is durable on the managed device. The managed device then returns a status 
to the management station indicating that the configuration request is durable. The 
management station receives the status from the managed device and stops waiting 
for reply. In the meantime, the managed device continues processing the 
configuration change request. In addition, the system and method preferably further 
comprises that after the management station receives the status from the managed 
device and stops waiting for a reply, the management station preferably starts and 
event completion status object which shows the completion status of the 
configuration change request being processed on the managed device. 

24 Claims, 16 Drawing figures 
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Brief Summary Text - BSTX (22) : 

It would also be desirable for the system and method to be independent of 
the platform on which the program runs. Different computing platforms support 
different mechanisms for data exchange. For example, a Windows program may use 
DDE or ActiveX/COM, whereas programs running on other platforms use different 
mechanisms. In typical cases, graphical program developers would prefer to not 
concern themselves with platform-specific issues. 

Detailed Description Text - DETX (44) : 

As shown, a reconf igurable instrument 190 may also be connected to the 
computer 102. The reconf igurable instrument 190 may include configurable 
logic, such as a programmable logic device (PLD), e.g., an FPGA; or a processor 
and memory, which may execute a real time operating system. According to one 
embodiment of the invention, a created graphical program may be downloaded and 
executed on the reconf igurable instrument 19 0. In various embodiments, the 
configurable logic may be comprised on an instrument or device connected to the 
computer through means other than an expansion slot, e.g., the instrument or 
device may be connected via an IEEE 1394 bus, USB, or other type of port. 
Also, the configurable logic may be comprised on a device such as the data 
acquisition board 114 or another device shown in FIGS. 2A or 2B. 
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